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I t  is  a basic norm that  end customers today want on-demand
and uninterrupted services,  top-notch experience and
convenience using technology.  This has also become the main
different iat ing factors for  large and smal l  companies across
industr ies.  

Enterpr ises are rapidly  migrat ing their  t radit ional  workloads to
the cloud (AWS/GCP/Azure)  and container  technologies
(Kubernetes) to win customers.  However ,  migrat ion projects
are usual ly  ful l  of  complicat ions and turbulence;  many projects
do not end wel l .  As per  cloud migrat ion reports from Mckinsey
and CIOdive magazines,  90% of the CIOs face chal lenges
complet ing cloud migrat ion on the st ipulated t ime and budget.   

There can be many reasons for  the migrat ion project  crash-
landing,  such as:

Lack of  planning and design 
Non-al ignment of  var ious stakeholders
Limited t ime and budget
Unseen network and securi ty  complexit ies 

In this eBook,  we wi l l  ta lk about how to el iminate one of  the
key chal lenges-  network and securi ty  complexit ies and move
workloads to the cloud happi ly .  

Cloud migration is the need of the
hour, but
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https://www.mckinsey.com/industries/technology-media-and-telecommunications/our-insights/cloud-migration-opportunity-business-value-grows-but-missteps-abound
https://www.ciodive.com/spons/why-do-cloud-migrations-fail/600946/


Intro to Ist io service mesh
Ist io is  an open-source service mesh used to simpl ify  network
complexit ies in microservices.  I t  is  a network layer  to manage
communicat ion between services and secure data in transit .  
Architects and engineers use Ist io to bui ld cloud-nat ive
appl icat ions or  fol low microservice architecture approaches.

Ist io service mesh provides a control  plane to def ine and
implement the way microservices communicate with each
other.  Ist io provides a data layer  based on a foundation of
network proxy instances der ived from the Envoy proxy.  Envoy,
an L4 and L7 proxy,  is  responsible for  al l  service interact ions in
Kubernetes or  v i r tual  machines (VMs).  
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Using Ist io service mesh,  platform teams can address needs
for traff ic  management ,  service securi ty ,  and appl icat ion
monitor ing.  Ist io service mesh enables developers to develop
business logic for  loosely coupled microservices without
worrying about communicat ion logic and securi ty .  Ist io is
designed to run in var ious environments l ike on-premises,
mult i -c loud,  Kubernetes containers ,  and vir tual  machines
(VMs).  Ist io helps platform teams manage and monitor  al l  the
service traff ic  across clusters and data centers.

Various components such as API gateway and ingress
control ler  make Ist io suitable for  c loud migrat ion.  Whi le API
gateway is  wel l  ideal  for  t raff ic  shift ing & shaping between
services spread across data centers ,  ingress is  convenient  for
traff ic  turning & shaping between services in a cluster .  
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Ist io service mesh provides the infrastructure layer  to abstract
networks from core business logic.  And this means the
migrat ion team can handle network complexit ies separately ,
whi le developers can st i l l  work on new feature development
instead of  swarming into migrat ion projects.

Tradit ional  monol i thic appl icat ions are not modular ised and
hence may only involve a l i t t le  network communicat ion.  In a
microservices architecture ,  a l l  the communicat ion between
services takes place over a network;  hence,  the network
complexit ies increase in a magnitudinal  manner.  Therefore Ist io
service mesh is  used to reduce the operat ional  complexit ies of
the network by providing the abi l i ty  to monitor  and manage
traff ic  and secure data in transit .  

04 Reasons to use Istio for cloud
migration 
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Ist io service mesh provides the fol lowing features which i t  is
highly relevant for  any cloud migrat ion projects:

Traff ic  spl i t t ing rules among services implementing
progressive deployment strategies such as canary.
Advanced traff ic  management features include t imeouts to
a service,  f requent retr ies ,  and planned automatic fai lover
of high avai labi l i ty  (HA) systems.
Tracking of  network requests and traces each cal l  across
mult iple services.
Observe telemetr ies such as latency,  saturat ion,  t raff ic
health ,  and errors to aid SREs with troubleshooting.
Authenticat ion,  authorizat ion,  and access control  pol ic ies
for  implementing zero-trust  networks.

Ist io service mesh helps enterpr ises by rout ing traff ic  between
legacy environments and the newly deployed cloud appl icat ion
without compromising securi ty .  In  this case,  no appl icat ion
business logic or  configurat ion has to be changed,  as the
network is  ent i rely  decoupled from the app layer.  

Note stateless appl icat ion migrat ions are straightforward with
Ist io service mesh;  however ,  in  complicated cases l ike
statefulset  appl icat ions or  t ight ly  coupled appl icat ions,
addit ional  planning and research have to be done before
migrat ion.  Because in statefulset ,  data has to be migrated
whi le complying with consistency and integr i ty ,  and in the case
of t ight ly  coupled features,  a l l  the individual  components must
be migrated to the cloud simultaneously.  
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Prior i t ize of  appl icat ion for  migrat ion1.
Provision a target  environment-  c luster  & VM2.
Instal l  & configure Ist io3.
Expose legacy services through the Ist io API  gateway4.
Deploy services in the target  environment5.
Spl i t  t raff ic  with Ist io and test  the performance and qual i ty6.
Change the traff ic  route to the target  environment7.
Ret ire the legacy environment8.

8 Steps to migrate on-prem to cloud
(Improve & Move strategy)
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Understanding which appl icat ion to migrate to the cloud f i rst  is
an essential  and pr imary element of  any cloud migrat ion
project.  L if t ing and shift ing the ent i re appl icat ion at  a t ime is
only sometimes advisable.  Div ide-and-conquer approach wi l l
work wel l  to reduce the inherent complexity  of  c loud
migrat ions.  Whi le planning to migrate ,  consider using a
framework-  "Business relevance,  Data dependence" -  to pr ior i t ize
components to migrate.  

Business relevance1.
Cloud migrat ion is  usual ly  a one-off  event for  an organizat ion,
project ,  or  team. Hence there wi l l  be people gett ing exposed to
the migrat ion for  the f i rst  t ime,  and there wi l l  be mistakes.
Therefore any component with higher business relevance or
mission cr i t ical  where downtime can severely  affect  business
should not be considered for  migrat ion in the f i rst  place.
Similar ly ,  i f  any l ightweight component with less business
context  is  chosen,  team members wi l l  have less learning
experience.  Choose a feature with a medium business impact
and several  use cases for  migrat ion.  

 2.  Data dependence
Understand and note the data dependencies of  each component
or feature you plan to migrate.  You can choose to evaluate the
degree of  data dependencies with mult iple sub-factors ,  such as
the amount of  t ransaction a component/feature carr ies out ,  the
number of  other  features dependent on the components,  the
cr i t ical i ty  of  the data the feature deals with ,  and any network
prerequisites for  data transactions.

Step1: Prioritization of application for
migration
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Most migrat ions fai l  because of  migrat ing a highly data-
dependent component f i rst ,  because of  high network latency of
the new component in the cloud,  or  data integr i ty  and
synchronizat ion chal lenges during migrat ion.  Consider a
component for  migrat ion that  has fewer data dependencies.  

Step1: Prioritization of application for
migration
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Once you pr ior i t ize a component or  feature of  your appl icat ion
to migrate ,  you can provision a target  environment per  your
requirements-  software,  hardware,  and network configurat ion.
Use infrastructure-as-code methodology to version control ,
maintain ,  and reuse the infrastructure configurat ion.  The
diagram below represents an empty target  Kubernetes cluster
where apps can be deployed.

Step2: Provision the target
environment
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After  provisioning the target  cluster ,  the next  step is  to instal l
the Ist io service mesh,  which covers the legacy and target
environments.  Ist io wi l l  not  automatical ly  discover al l  the
microservices running in a legacy environment.  Hence f i rst
register  the services in the legacy environment into Ist io.  I f
your legacy environment runs on Kubernetes,  i t  wi l l  be easy for
Ist io to discover al l  the benefi ts automatical ly ;  Ist io treats
Kubernetes as f i rst -class cit izens.  

The service mesh wi l l  not  receive any production traff ic.  The
cl ient  wi l l  be using the load balancer to access the legacy
environment.  So now,  you should configure the Ist io ingress
gateway to get  the production traff ic  and send i t  to the services
in the legacy environment.  

Step3: Install & configure Istio 10
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When your legacy environment and the microservices are
registered into Ist io ,  you can use the Ist io ingress gateway to
route the production traff ic  to the legacy environment instead
of the old load balancers.  There wi l l  be no service downtime.
Hence customer experience wi l l  remain as i t  is .  Cl ients wi l l  not
know the rout ing has changed because they wi l l  st i l l  use legacy
environment features.  
The fol lowing diagram shows that  services running in the
legacy environment are exposed through Ist io.

Step4: Expose legacy services through
the Istio API gateway 
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In  this step,  deploy al l  the microservices for  the components
you want to migrate.  Create container  images for  each element
and manifest  f i les for  deployment.  Use a del ivery pipel ine or
GitOps tool  l ike Argo CD to deploy apps into the target  cluster
so that  you can quickly  rol l  back your appl icat ion in case of
issues.   
Note:  In case you are migrat ing a stateful  appl icat ion,  you have
to deploy the database to the target  environment f i rst  to avoid
downtime and deal  with synchronizat ion.  
After  the deployment ,  the microservices running in the target
clusters wi l l  not  receive any production traff ic.  So we have to
configure the Ist io ingress gateway to al low a certain amount of
traff ic  to the new cloud environment.  

Step5: Deploy services in the target
environment
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In  this step,  you can set  up rout ing rules to spl i t  the production
traff ic  between the legacy and cloud environments.  The rule of
thumb is to al low a smal l  port ion of  t raff ic ,  as low as 3-5%,  to
the cloud environment using Ist io.  
In i t ia l ly ,  you need to test  i f  the new appl icat ion is  working f ine
regarding i ts  performance,  qual i ty ,  and behavior.  Apart  from
conducting sanity  or  smoke test ing,  you can col lect  metr ics and
logs for  a certain per iod to est imate the system's performance.
In the test ing phase,  you can write addit ional  network logic to
al low or  deny traff ic  from specif ic  sources.  

Step6: Split traffic with Istio and test
the performance and quality
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Once you bui ld confidence in the new target  environment ,  you
can increase the traff ic  gradual ly  (  say by another 5% or  10%)
and perform the test ing and monitor ing exercise again.  
In the case of  a stateful  appl icat ion,  more planning and test ing
on the database stack must be done because there can be
mult iple data sources from legacy and target  systems. 
The fol lowing diagram shows how traff ic  is  spl i t  between the
microservices running in the cloud and the legacy environment.

Step6: Split traffic with Istio and test
the performance and quality
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With each i terat ion of  increasing traff ic  and test ing,  there wi l l
be a point  in  t ime to route 100% of the traff ic  to the new cloud
environment.  The image below represents traff ic  routed to the
new environment ,  whereas the legacy system is st i l l  running for
emergencies or  rol lback plans.  

Step7: Change the traffic route to the
target environment
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Wait  for  a few days,  and ensure no change fai lures or
signif icant incidents due to the migrat ion;  you can decide to
phase out the legacy environment.  You double-check Ist io is  not
rout ing any port ion of  t raff ic  to legacy environments and the
target  system is batt le-proof ,  serving customers without any
hurdles.  
The image below represents the running target  environment
only.  

Step8: Retire the legacy environment16
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A cloud migrat ion strategy requires careful  planning,
execution,  and test ing.  The most crucial  goal  of  c loud
migrat ion is  to get  a high-avai lable and scalable system
without zero downtime or  affect ing customer experience.  And
thus,  architects ,  c loud engineers,  and developers must
consider the network as the most crucial  e lement of  the
migrat ion strategy.  They can abstract  the network
complicat ions from the core business logic to migrate their
workloads to the cloud seamlessly.  
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IMESH offers Kubernetes-nat ive appl icat ion network and securi ty
platform to manage mult i -c loud and hybrid cloud environments.  The
IMESH platform is bui l t  on top of  Ist io service mesh and Envoy API
gateway and helps cloud,  platform and securi ty  teams to make
Kubernetes appl icat ion more secure,  manageable ,  and rel iable.

Visit :  https:// imesh.ai/
email :  contact@imesh.ai
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