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Zero trust  (ZT) is  a ‘never-trust-always-ver ify ’  f ramework used
by IT organizat ions to increase defenses against  external
attack to steal  sensit ive data,  pr ivate information,  and
resources.  IT and enterpr ise architects use zero trust
architecture (ZTA) based on zero trust  pr inciples to design and
implement the robust and resi l ient  infrastructure.  When zero
trust  is  appl ied to protect  data- in-transit  by securing network
and communicat ion i t  is  cal led Zero Trust  Network (ZTN).

The idea of zero trust in networks is getting famous among
enterprises after 2020, because of the following drivers:

Increase remote users and workforce with BYOD 
Rise in cloud-based assets 
De-globalization and cyber threats across the world
Strict focus on compliance and regulations to secure network
Adoption of Kubernetes container orchestration platform 

ZTN can be achieved by removing or reducing trust on users and
applications on assets or resources irrespective of the network
location. With growing microservices in hybrid cloud, it can be a
very daunting task to choose various applications to implement.
The best approach to achieve ZTN is using service mesh. 

Istio, an open source and widely used service mesh, used to
manage network and security for cloud-native applications. In Sept,
2022, Istio project released- Ambient mesh- a modified and side-car
less data plane for Istio developed for enterprises that want to
deploy mTLS and other security features first and seek to deploy an
advanced network later. We will discuss various pillars of zero trust
architecture and how to achieve it using Istio (ambient) mesh.
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As per SP 800-207 laid out  by the US governmental
organizat ions National  Inst i tute of  Standards and Technology
(NIST) and National  Cybersecuri ty  Centre of  Excel lence
(NCCoE) ,  and our decades of  expert ise wrt  implementing zero
trust  at  a large enterpr ise,  we propose 10 pi l lars securi ty  and
compliance IT managers should consider achieving Zero Trust
Network (ZTN).  

Ident i ty  using Authz/Authz1.
Secure channel  using mTLS-based communicat ion2.
Cert i f icat ion management 3.
RBAC,  Mult i tenancy and Isolat ion4.
Whitel ist ing trusted source5.
FIPS and SOC-2 compliance6.
Web-Appl icat ion Firewal l7.
Data loss prevention8.
Vault  key/secret  management9.
Mult ic luster  v is ibi l i ty  10.
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1. Identity using Authn/Authz
Ident i ty  means val idat ing the digital  ident i ty  of  a user over
their  usage of  resources such as web appl icat ions,  APIs ,
platforms,  devices,  or  databases.  A user can be a human-
customer,  employee,  consultant  member ,  part ic ipant ,  or  a
machine-  an appl icat ion,  an API cal l ,  hardware devices,  etc.
The ident i ty  with of  a user along his permission to use
resources can be ver if ied and val idated using the
authenticat ion and authorizat ion (Authn/AuthZ) mechanisms.  
Apart  from identi ty  management the securi ty  requirements of
organizat ions to deal  with mult iple microservices,  would
involve granular  controls for  user and appl icat ions,  compliance
standards,  RBAC,  etc.  In real  l i fe ,  IAM can be real ly
complicated to achieve 

2.Secure channel  using mTLS-based communication
Mutual  Transport  Layer Securi ty  (mTLS) is  a method for
authenticat ion between two part ies connected over a network.
mTLS-based communicat ion is  highly secured between two
part ies (  say cl ient  and server)  as each appl icat ion
authenticates i tself  f i rst  using X.509 cert i f icates and the
communicat ion happens based on pr ivate keys which also
rotate in regular  per iods.  mTLS is considered the successor of
the Secure Socket Layer (SSL).
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3. Cert if ication management 
Securing the connection between the two part ies is  one part ,
whi le cert i f icate management and rotat ion is  an ongoing
maintenance part .  In  cases of  regular  upgradation of  securi ty
pol ic ies,  or  securi ty  breaches,  the old cert i f icate wi l l  not  be
val id.  Cloud architects and platform engineers should think of
an effect ive way for  administrators and Ops teams to easi ly
rotate SSL or  SAML cert i f icates,  generate pr ivate keys,  and
distr ibute them among al l  the microservices.

4. RBAC, Mult i tenancy and Isolat ion
I t  is  an ongoing task to al low or  deny users to
read/write/delete permission to var ious resources.  Necessary
controls should be in place to implement granular  pol ic ies for
role-based access controls (RBAC).  Large organizat ions
typical ly  would need to create a dedicated workspace for
var ious projects or  platform teams,  and there should be
provisions to pract ice mult i - tenancy as part  of  securi ty
measures.  

 5.  Whitel ist ing trusted source
Perhaps the simplest  ‘cybersecuri ty  measures’  pract iced by
securi ty  engineers,  Whitel ist ing involves giv ing administrator-
approved IPs and appl icat ion access to a system. This is
part icular ly  very helpful  in  recent scenarios of  BYOD,  where
certain appl icat ions are al lowed to login resources in the VPN. 
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 6.  FIPS and SOC-2 compliance (for  the US-based
companies)
The US-based agencies such as NIST and the American
Inst i tute of  Cert i f ied Publ ic Accountants (AICPA) provide
guidance and FIPS and SOC regulat ions for  every IT
organizat ion.  As per  the NIST regulat ion,  a l l  non-mil i tary ,  govt
agencies and vendors must comply with Federal  Information
Processing Standards (FIPS) standards.  Similar ly ,  System and
Organizat ion Controls (SOC) standards specify  the way service
organizat ions should handle customer data;  i t  covers 5 major
aspects-  securi ty ,  avai labi l i ty ,  processing integr i ty ,
confidential i ty ,  and pr ivacy of  customer data.  So for  any
company operat ing out of  North America,  complying with
compliance such as FIPS and SOC-2 is  important.

 7.  Web-Application Firewall
Web appl icat ion f i rewal l  (WAF) helps protect  web appl icat ions
from attacks such as DOS attacks,  SQL inject ion attacks,
cross-forgery ,  etc.  WAF is an L7 protocol  that  acts as a shield
for  web appl icat ions,  and network engineers can create var ious
rules and pol ic ies such as traff ic  f i l t rat ion to protect  against
vulnerabi l i t ies in the appl icat ion.
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   8.  Data loss prevention
Data Loss Prevention (DLP) is  the pract ice of  detect ing and
preventing data breaches,  exf i l t rat ion,  or  unwanted destruct ion
of pr ivate information.  DLP is also a part  of  SOC-2 compliance.
The pr imary aim of the DLP act  is  to prevent the i l legal  t ransfer
of  data outside organizat ional  boundaries.  The network team
and cloud engineers should focus on bui lding a system that  is
robust to threats from malicious insiders or  external
ransomware.  

  9.  Secret  management
In  Kubernetes,  many services inside or  outside the cluster  talk
to each other using secrets.  Developers should pract ice proper
secret  management-  a pract ice of  stor ing sensit ive data such
as passwords,  keys,  and tokens,  in  a secure environment such
as Vault  with str ict  access controls
.

  10.  Mult icluster visibi l i ty  
IT organizat ions using cloud and containers profusely should
have a central  plane for  mult ic luster  v is ibi l i ty .  They should be
able to see workloads,  resources,  and infrastructure such as
ingress and load balancers along with the health and
performance status across al l  the namespace and cluster .
SREs should be empowered with real - t ime logs and metr ics
aggregation and analysis to reach any situat ion faster  with
quick diagnosis.  
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Ist io service mesh is  a powerful  software to enable zero trust
by enabl ing authenticat ion,  authorizat ion,  and audit  using
mTLS and ident i ty  controls.  Platform teams,  and cloud
architects of  large organizat ions have implemented securi ty
using Ist io.  To implement securi ty ,  Ist io involves the fol lowing
components-  a cert i f icate authori ty  (CA) for  key management ,
API  to distr ibute Authn/Authz pol ic ies to proxies,  Pol icy
Enforcement Points (PEPs) implemented using side-cars
(Envoy proxies) ,  and extensions to manage telemetry.

Although achieving zero trust  using Ist io is  straightforward,   
the side-car  implementat ion (refer  the image below) of  Ist io is
usual ly  very computat ional ly  expensive and hard to maintain;
so the project  has released a new version cal led Ist io ‘ambient ’
mesh.
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Ist io ‘ambient ’  mesh provides a l ightweight data plane that  does
not require side-car  in ject ion with any microservices.  Ambient
mesh has dist inguished layers in the data plane-  secure overlay
layer  and L7 processing layer  which are designed to implement
Ist io sequential ly  in  a phase-wise manner and tackle securi ty
concerns f i rst .  

Secure overlay layer  (a lso known as zero-trust  tunnel
tunnelnel) is  an L4 processing layer  designed to implement
TCP rout ing and had zero-trust  rust  securi ty  for  t raff ic  such
as mTLS,  Authenticat ion,  and Authorizat ion pol ic ies.  
L7 processing layer  (a lso known as waypoint  proxy)  is
designed to handle complex traff ic  management
funct ional i t ies such as HTTP rout ing,  c i rcuit  breaking,  chaos
engineering,  ret ies ,  t imeouts,  rate l imit ing,  etc ,  and handle
granular  Authn/Authz pol icy implementat ion.
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Ztunnel  is  an agent ,  pr imari ly  a rust-based proxy,  whose
responsibi l i ty  is  to securely  connect and authenticate elements
within the mesh.  One can deploy ztunnel  as a DaemonSet
workload resource on a Kubernetes cluster .  Ztunnel  is  a
dedicated L4 technology and is  deployed per node in a cluster .
The idea is  ztunnel  wi l l  be shared among al l  the workloads in a
node i t  is  deployed to.  The ztunnel  leverages leverages
Kubernetes CNI to establ ish connections between workloads,
secure communicat ion using mTLS,  col lect  HTTP metr ics ,
access logs,  etc.  

And al l  the ztunnels are connected with each other using HTTP
protocol  (refer  the image below).  I f  Service A wants to pass data
to another Service C in another node,  then the ztunnel  of  node-1
wil l  send HTTP connection requests (over mTLS) to the ztunnel
of  node-2.  Once a TCP connection is  establ ished between the
ztunnel ,  the data packets can be transported securely  to Service
C.  
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Such connections between ztunnel  is  referred as HBONE
(HTTP-Based Overlay Network Environment) .  These three
important  benefi ts of  using ztunnel  or  a node- level  proxy:

Phase-1 implementat ion of  secured communicat ion (using
mTLS) for  al l  your microservices wi l l  be fast.  Simple
authenticat ion and authorizat ion pol ic ies can be def ined at
node- level .  

1.

Maintenance such as version upgrades or  CVE patching to
node- level  proxy wi l l  be easier  and faster .

2.

Whenever teams have implemented phase-1:  Securi ty  of
services,  they can implement phase-2:  Network
management of  microservices.  In the phase-2 they can
create sophist icated traff ic  and securi ty  pol ic ies by using
L7 proxy or  waypoint  proxy.  

3.
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Waypoint  proxies are basical ly  Envoy proxies,  used to
implement L7 traff ic  management capabi l i t ies in Ist io ambient
mesh.  Based on the header and credentials ,  the proxy is
capable of  applying advanced networking pol ic ies such as-
circuit  breaking,  t raff ic  shaping,  spl i t t ing,  retr ies ,  fault
in ject ion,  etc.  Waypoint  proxy also helps in achieving granular
authorizat ion pol ic ies for  Role-based access control  (RBAC) or
Attr ibute-based access control  (ABAC).  

Waypoint  or  L7 proxy is  deployed into a cluster  per
ident i ty/workload type.  I f  there are 5 services in a cluster ,  you
can deploy 5 waypoint  proxies to handle communicat ion at  the
appl icat ion level  for  each service.  One can scale up the proxies
as per the load.  Coming to the deployment of  the waypoint
proxy (which is  essential ly  an Envoy proxy)  is  not  instal led in a
side-car  fashion-  deployed to each pod of  a service.  Envoy was
instal led as a container  in each of  the pods of  a service.  And in
case of  breach of  an app (essential ly  a pod) ,  a l l  the sensit ive
information such as token,  keys,  etc could be stolen from the
proxy.
However ,  in  case of  waypoint  proxy,  deployed at  only service
level ,  breach of  an appl icat ion cannot imply the access to
secrets in the proxy.  

Waypoint proxy for network
management and telemetry
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In  the above diagram, waypoint  proxies are deployed per service
and can be seen as individual  gateways or  pol icy enforcement
points (PEPs) per  service.  Note:  One can configure Ambient
mesh to have mult iple services configured to a single waypoint
proxy,  but  to contain securi ty  blast  radius and improve l i fecycle
management operat ions the ideal  way of  mapping the proxy to
service is  1:1.  

12

Service
A

Service
B

Service
B

Service
C

ztunnel

Node-2

ztunnel

Node-1

HTTP Connection Tunnel

Waypoint CWaypoint BWaypoint A



Guide to Zero Trust with Istio

Istio control plane for managing and
observing the network security 

Implementation of  enterprise-wide security from
central  control  plane

The data plane can be handled from the Ist io central  plane to
push the def ine and declare securi ty  and network pol ic ies for
each node and each workload through ztunnel  and waypoint
proxy.  Ist io is  capable of  integrat ing with 3rd party
authenticat ion standards such as Okta,  LDAP,  SAML,  SSO
providers ,  etc.  

13

Ist io control  plane also al lows the abi l i ty  to create granular
access controls ,  RBAC and mult i - tenancy pol ic ies for  al l  the
inbound traff ic  ( through waypoint  proxies).

Integrations



Guide to Zero Trust with Istio

Automated cert if icate management with Ist io
agents

Security  managers or  platform engineers can provision
stronger ident i t ies to every workload with X.509 cert i f icate.
The Ist io control  plane acts as the cert i f icate authori ty  and
issues cert i f icates to the Ist io agents (running alongside each
proxy).  The control  plane automates the key and the cert i f icate
management at  scale with the help of  the Ist io agents.  The
idea is  whenever a Kubernetes workload would start ,  Envoy
proxy would seek the cert i f icate and key from Ist io agent in the
same container.  

Securing traff ic at  the edge with whitel ist ing.

Security  pol ic ies can be implemented at  the edge and to the
ingress traff ic.  Large enterpr ises can use the Ist io control
plane to whitel ist  IPs for  using certain services.  This is  very
useful  whi le implementing network access controls ,  or  remote
access enablement ,  or  beta test ing (al lowing a l imited set  of
tester  of  beta-customers to use your services and provide
feedback).
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Ist io agent wi l l  be responsible for  monitor ing the expirat ion of
the cert i f icate and accordingly ,  would rotate with the new
cert i f icate from the control  plane.  Note that  the root cert i f icate
can be kept in Vault  rather  than stored in the same local  PC.  

Enabling WAF for Mult icloud apps with Ist io

Cloud providers such as f i rewal ls to protect  web appl icat ions
from common exploits at  the edge.  A few common ones are AWS
WAF,  Azure WAF and Google Cloud Armor to provide defense
against  SQL inject ion,  DDOS attacks,  and cross-site scr ipt ing
(XSS) ,  at  the edge.  Al l  the f i rewal l  can be appl ied in front  of
Ist io ingress gateway before traff ic  enters the mesh.

Data loss prevention using Ist io network pol icies

You can avoid any sensit ive information such as username,
tokens,  and f inancial  t ransaction data that  are not logged or
leaked using Ist io network pol icy rules.  The data loss prevention
(DLP) rules can be def ined in HTTP l isteners or  v i r tual  service
objects of  Ist io.  The DLP rules can be appl ied to mask access
logs,  or  any output data with potent ial ly  sensit ive information.
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Gain mult icluster visibi l i ty  

Similar ly ,  Ist io al lows securi ty  managers to monitor  and
measure the integr i ty  and securi ty  posture of  al l  microservices.
Ist io generates runt ime telemetry to help network
administrators ,  SREs,  and DevOps to constant ly  t rack the
behavior  and performance of  services across the organizat ions.
The control  plane emits metr ics ,  t raff ic  f lows and service
dependencies (using Kial i ) ,  which is  essential  to understanding,
and react ing to securi ty  incidents.   

Another noteworthy point  is  that  the Ist io ‘ambient ’  mode wi l l
have side-car  patterns as wel l .  In  case you want to have
implemented the Ist io ‘s ide-car ’  pattern and now want to
implement the ambient mesh,  the control  plane wi l l  support  both
versions.  This is  the best  case for  organizat ions that  want to
gain mult ic luster  and mult i lcoud visibi l i ty  in  a single plane.

16

Guide to Zero Trust with Istio



The idea of  attaining zero trust  network (ZTN) is  to secure a
network with ver if icat ion of  services and users in each
transaction,  attain 360 degree  v is ibi l i ty  for  faster  react ion in
case of  securi ty  breaches,  and have a fault  tolerant  system for
more resi l ience.  

With ZTN,  securi ty  teams can el iminate the r isk of  steal ing the
data or  resources from the network.  On the other hand,  ZTN
enables end-customers to get  a consistent  and secured
experience from anywhere,  anyt ime and any device.  

Ist io service mesh is  essential  and go-to software to achieve
zero trust  network and secure data- in-transit .  The new side-
care- less dataplane of  Ist io ‘ambient ’  mode makes i t  a  more
compel l ing,  hassle-free and computat ion inexpensive opt ion to
implement a service mesh.  

With Ist io ‘ambient ’  mesh you can check almost al l  top pi l lars
for  ZTN such as-  mTLS,  Authn/Authz pol icy ,  securing channel ,
cert i f icate management ,  RBAC and mult i tenancy,  whitel ist ing,
Web-app f i rewal l ,  data loss prevention,  secret  management ,
and mult ic luster  v is ibi l i ty .  
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IMESH offers Kubernetes-nat ive appl icat ion network and securi ty
platform to manage mult i -c loud and hybrid cloud environments.  The
IMESH platform is bui l t  on top of  Ist io service mesh and Envoy API
gateway and helps cloud,  platform and securi ty  teams to make
Kubernetes appl icat ion more secure,  manageable ,  and rel iable.

Visit :  https:// imesh.ai/
email :  contact@imesh.ai
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