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B2B organizat ions nowadays are adopting the subscript ion-
based,  SaaS business model .  I t  ensures a more predictable
revenue stream and helps bui ld customer loyalty ,  compared to
the tradit ional  one-t ime purchase model .

As more and more enterpr ises adopt subscript ion-based
business models ,  they see a r ise in traff ic  to their  appl icat ions
with an increasing number of  subscribers.  To handle the traff ic
and meet the demand,  they bui ld appl icat ions in a
microservices pattern rather  than a monol i thic one.

In a microservices architecture ,  the business logic of  the
appl icat ions is  developed,  deployed,  and scaled independently.
This gives true agi l i ty  for  organizat ions compared to bui lding a
monol i th.  Microservices suit  most enterpr ises serving high
traff ic  as they are more resi l ient  and f lexible.  They reduce
appl icat ion downtime and provide a better  customer
experience.

However, microservices architecture brings its own set of
challenges. One of the primary challenges is the network complexity
& security. Typically, enterprises deploy services in container
orchestration tools like Kubernetes, across multiple cloud data
centers. And these services talk to each other over a network,
making it difficult to secure, manage, and monitor the network.
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Network, traffic, and microservices
trends
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The two chal lenges — increased traff ic  and network complexity
— put IT teams such as Architects ,  DevOps engineers,  and site
rel iabi l i ty  engineers (SREs) under much pressure.  This ebook
wil l  explore those chal lenges and show how Ist io service mesh
can simpl ify  the network complexity  by making i t  resi l ient ,
secured and manageable.  

02
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SaaS applications are hosted in the cloud, which means that users
can access them from any device with an internet connection. An
application with a vast user base would have subscribers from
around the globe. So enterprises have to ensure that the applications
do not have downtime, 24*7. That is one way to improve customer
experience, otherwise, it will be hard to retain existing customers.

With end-customers accessing the services anytime and anywhere,
downtime will impact the revenue loss directly. Any SLA below 99.9%
will severely affect customer experience. Below figures show the
statistics of revenue loss due to network downtime, MTTR, and the
average number of outages per year:

Networking loss if not worked on time03
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91% of large American
companies lose around
$0.3M per one hour of
network downtime.  

I t  takes ~84 mins for
the Ops team to
restore the service
after  an interrupt ion.

On an avg,  every American company
faces 19 IT brownouts and 15
service outages per year such as
site freeze,  crash or  s lowdown.

$300,000$300,000$300,000   per hour 848484 mins

343434                                 outages per year

Source:
https://blogs.gartner.com/andrew-lerner/2014/07/16/the-cost-of-downtime/
https://www.logicmonitor.com/it -downtime-mit igat ion-report



While start ing off ,  most architects and DevOps engineers only
have a handful  of  services to deal  with.  As the appl icat ions
scale and the number of  services increases,  managing the
network,  t raff ic ,  and securi ty  becomes complex.

Tedious security compliance
Appl icat ions deployed in mult iple clusters from different  cloud
vendors talk to each other over  the network.  I t  is  essential  for
such traff ic  to comply with certain standards to keep out
intruders and to ensure secure communicat ion.

The problem is that  securi ty  pol ic ies are typical ly  c luster- local
and do not work across cluster  boundaries.  This points to a
need for  a solut ion that  can enforce consistent  securi ty
pol ic ies across clusters.

Chaotic network management
DevOps engineers would often need to control  the traff ic  f low
to services — to perform canary deployments,  for  example.  And
they also would want to test  the resi l iency and rel iabi l i ty  of  the
system by inject ing faults and implementing circuit  breakers.

Achieving such kinds of  granular  controls over the network
requires DevOps engineers to create a lot  of  configurat ions and
script ing in Kubernetes and the cloud environment.

Challenges of DevOps and Architects04
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Lack of visual ization over the network
With appl icat ions distr ibuted over a network and
communicat ions happening between them, i t  becomes hard for
SREs to keep track of  the health and performance of  the
network infrastructure.

Without a single plane for  t raff ic  v is ibi l i ty  (north-south and
east-west)  and granular  performance and behavioral  detai ls ,  i t
is  chal lenging for  SREs to troubleshoot and resolve issues
quickly.  This often leads to SLA breaches and service
unavai labi l i ty .

Ist io solves al l  the above problems by abstract ing the network
and securi ty  logic from the appl icat ion layer  to i ts  own
infrastructure layer.  Let  us see what Ist io service mesh is ,  i ts
components,  and how it  can help in simpl ify ing network
chal lenges for  architects ,  DevOps/cloud engineers,  and SREs.
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Ist io is  an open-source,  CNCF-graduated service mesh platform
that simpl if ies and secures traff ic  between microservices.  Ist io
provides a dedicated infrastructure for  t raff ic  management ,
securi ty ,  and observabi l i ty ,  to help developers handle the
network of  microservices in Kubernetes and mult iple clouds,  at
scale.

Ist io works by deploying Envoy proxy — an L4 and L7 layer  proxy
— alongside each microservice.  The proxy intercepts and
handles service-to-service traff ic ,  and thus abstracts
communicat ion logic from the service/appl icat ion layer  into a
dedicated infrastructure layer  (refer  to f ig.  A).

Introduction to Istio service mesh06
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Fig.  A – Service-to-service communicat ion before and after
deploying Ist io service mesh in a Kubernetes cluster
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Features of  Ist io service mesh
Ist io provides several  features for  a var iety of  IT teams in an
organizat ion.  Traff ic  management ,  securi ty ,  and observabi l i ty
are the major  ones.

07

Traffic Management

Network Security 
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Ist io automatical ly  detects al l  the endpoints of  respective
services in the mesh and stores them in i ts  internal  service
registry.  I t  helps Ist io to manage traff ic  by load balancing
between repl icas.  Ist io supports applying f ine-grained control
over traff ic  spl i t t ing between services,  l ike rout ing a percentage
of traff ic  to a specif ic  service.

Besides,  Ist io provides the fol lowing network resi l ience and
test ing methods to ensure the rel iabi l i ty  of  the appl icat ions:

Timeouts:  I t  is  the t imeframe within which a service cal l
succeeds or  fai ls.  Timeouts are useful  so that  services do
not hang due to the Envoy proxy wait ing for  repl ies forever.

Retries:  I t  is  the number of  t imes Envoy should try  to
connect to a service when the ini t ia l  connection attempt
fai ls.

Circuit  breakers:  I t  is  the threshold for  cal ls  to specif ic
hosts within a service.  Once the threshold has been reached,
further  connections to the host are prevented.

Fault  injection:  I t  is  a test ing method for  systems where
errors are del iberately  introduced to ver ify  their  abi l i ty  to
recover from error  condit ions.

(Watch video on advanced traff ic  management with Ist io:
Advance traff ic  management using Ist io |  Kubernetes |  Demo)

08
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Traffic Management

https://youtu.be/Ck6JE61oSL4


Ist io helps to secure the network of  microservices by
faci l i tat ing granular  authenticat ion,  authorizat ion,  and access
control  pol ic ies.

Authentication:  Ist io ver if ies the ident i ty  of  users (humans
or machines) by al lowing peer-to-peer and request
authenticat ion pol ic ies.  Peer authenticat ion involves mTLS
implementat ion,  where communicat ion between services is
encrypted and authenticated using cert i f icates issued for
both the cl ient  and the server.Request authenticat ion
involves server-side ver if icat ion,  where the cl ient  has to
attach JWT (JSON Web Token) to the request.

Authorization:  Ver ify ing whether the authenticated user is
al lowed to access a server  and perform specif ic  act ion is
done using authorizat ion pol ic ies in Ist io.  Authorizat ion
pol ic ies can be set  to al low,  deny,  or  perform custom
actions against  an incoming request based on different
parameters.

Access control :  Ist io controls the access of  authorized
users to resources by implementing the least  pr iv i lege
pol icy and role-based access control  (RBAC).  Ist io supports
RBAC pol ic ies to be set  on method,  service,  and namespace
levels.

(Watch video on implementing mTLS with Ist io:  mTLS with Ist io
service mesh |  Demo |  IMESH)

09
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Network Security 

https://youtu.be/FlvNjlgGpVc
https://youtu.be/FlvNjlgGpVc


Ist io offers observabi l i ty  and real - t ime visibi l i ty  into the
performance and behavior  of  appl icat ions.  I t  is  done by providing
detai led telemetry for  t raff ic  f low between services in the mesh.
Ist io generates the fol lowing types of  telemetry:

Metrics:  Ist io generates service metr ics for  real - t ime
performance monitor ing of  services.  They are based on the
four “golden signals”  of  monitor ing,  which are latency,  t raff ic ,
errors ,  and saturat ion.

Distr ibuted traces:  Ist io col lects traces of  act iv i ty  across
mult iple services in a mesh to better  understand service
dependency and traff ic  f low.

Access logs:  Ist io can produce a complete record of
communicat ion between services in the mesh,  making i t
easier  to understand the behavior  of  each workload.

(Watch video on configur ing Ist io with Prometheus:  Configur ing
Ist io with Prometheus |  Grafana |  Metr ics Monitor ing)

10
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Observability

https://youtu.be/jZvKKvgirpM
https://youtu.be/jZvKKvgirpM
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Ist io helps enterpr ises deal  with ever- increasing traff ic  and
network complexity.  Below are 5 ways that  IMESH proposes
with Ist io ,  which DevOps and architects can heed to keep a
resi l ient ,  scalable ,  and avai lable infrastructure:

5 Ways to transform network and
traffic with Istio

11

Istio for managing internal network 

2 Istio to handle traffic at the edge

3 Chaos engineering with Istio

4 Istio for implementing mTLS

5 Istio for network observability



Ist io provides the fol lowing features to test  the network
resi l iency and to ensure appl icat ions operate rel iably :

Circuit  breaking
Timeouts
Retr ies
Traff ic  mirror ing

They can be configured using Ist io configurat ion resources
(KubernetesCRDs)cal led `VirtualService`  and `Dest inat ionRule` .

Circuit  breaking
In  a web appl icat ion,  c i rcuit  breakers set  l imits to concurrent
connections to a service and prevent i t  f rom overloading with
requests.  I t  is  highly useful  for  B2B and B2C SaaS appl icat ions
where service responsiveness can make or  break the customer
experience.

In circuit  breaking,  i f  the maximum connection requests to an
upstream service go over the specif ied l imit ,  they wi l l  become
pending in a queue.  And i f  the number of  pending requests
breaches the l imit ,  further  requests are denied unt i l  the pending
ones are processed.

#1 - Istio for managing the internal
network

12
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https://imesh.ai/blog/what-are-istio-virtual-services-and-destination-rules/


The circuit  breaker is  t r ipped so that  cl ient  requests fai l
quickly ,  without exhausting the services and cascading the
fai lure to the overal l  system. Ist io uses `Dest inat ionRule`  to
configure circuit  breakers.

Here is  a sample `Dest inat ionRule`  with circuit  breaker rules:

13
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The above `Dest inat ionRule`  sets the number of  maximum
connections and pending requests to ` ist io-support`  service
to 

If  ` ist io-support`  receives 3 requests simultaneously for
example,  one request wi l l  establ ish cnnection,  one wi l l  be in
the queue,  and the third one or  any addit ional  requests wi l l
be denied unt i l  the pending one is  processed (see Fig.B).

14

The `out l ierDetect ion`  sect ion towards the end defines the
rules to evict  unhealthy pods out of  the load balancing pool .
I t  means that  i f  any pod of  ` ist io-support`  t r iggers a 5xx (or
server)  error ,  the pod wi l l  be considered an out l ier  or
unhealthy.  I t  wi l l  then be ejected out for  3 minutes before
being al lowed to rejoin the load balancing pool .

Fig. B - Circuit breaking with Istio
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Timeouts
Timeout refers to the amount of  t ime the Envoy proxy of  the
source should wait  for  a response from the dest inat ion service
(see Fig.C).  Timeouts fai l  or  succeed a cal l  within a specif ic
t imeframe,  which ensures that  services do not wait  indefinitely
for  a response.

15

You can implement t imeouts in your environment using Ist io.
Ist io al lows creat ing t imeout  pol ic ies and applying them at  the
source Envoy sidecars.

Below is a sample `VirtualService`  that  configures a 10-second
timeout for  requests to ` ist io-support`  service.  In other words,
cal ls  to ` ist io-support`  service wi l l  e i ther  fai l  or  succeed in 10
seconds.

Fig.  C -  Timeout with Ist io
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Timeouts should not be short  or  too long.  Short  t imeouts
wil l  result  in  unnecessari ly  fai led requests,  especial ly  when
upstream services face transient  issues,  such as a
temporar i ly  over loaded network.  Timeouts that  are too long
cause increased latency,  especial ly  i f  the cal l  waits for  a
response from a fai led service.

If  t imeouts have to be configured on traff ic  to a dest inat ion
outside the mesh,  the dest inat ion service should f i rst  be
added to Ist io ’s  internal  service registry  using `ServiceEntry`
resource.  Virtual  service rules can then be appl ied to that
traff ic.

With Ist io ,  you can easi ly  configure t imeouts on traff ic  to
any specif ic  service/subset in the runt ime.
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Retries
Retry sett ing specif ies the number of  t imes an Envoy proxy
should attempt to connect to a service i f  the ini t ia l  request
fai ls  (refer  to Fig.D).  I t  helps to improve service avai labi l i ty
when services face temporary issues,  l ike resource content ion,
network problems,  etc.

17

The fol lowing `VirtualService`  sets the maximum number of
retr ies to 4 ,  whi le cal l ing ` ist io-support`  service.

Fig.  D -  Retr ies with Ist io
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In  the above resource,  `attempts`  represents the maximum
number of  retr ies al lowed for  a given request.  Exceeding
`attempts`  wi l l  act ivate a circuit  breaker.

`perTryTimeout`  def ines the t imeout per  attempt ,  including
the ini t ia l  cal l  and any retr ies.

`retryOn` subfield can be added under ` retr ies`  f ie ld ,  which
wil l  help to set  condit ions under which retry  takes place.  The
condit ions should be val id HTTP status,  and there can be
one or  more condit ions or  pol ic ies.  For example,  ` retryOn:
connect-fai lure , refused-stream,503` means that  Ist io wi l l
in i t iate a retry  i f  the upstream service returns any of  these
HTTP status codes (connect-fai lure ,  refused-stream, 503).
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Traff ic mirroring
Traff ic mirror ing refers to sending a copy of  the l ive traff ic  to a
mirrored service (see Fig.E).  I t  is  useful  in  test ing,  monitor ing,
and analyzing a newly deployed appl icat ion,  before releasing
and rout ing production traff ic  to i t .

19

The mirrored traff ic  does not affect  the performance of  the
primary service,  as i t  is  separate from the main f low of
requests served by the pr imary service.  Also,  responses from
mirrored services are discarded.

The fol lowing route rule sends 100% of the traff ic  to `v1`  and
then to ` ist io-support :v2` .

Fig.  E -  Traff ic  mirror ing with Ist io
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The `value`  f ie ld under `mirrorPercentage`  al lows users to
further  control  the traff ic  by sending a fract ion of  the requests ,
instead of  mirror ing al l  requests.
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Many architects and DevOps engineers keep on extending the
capacity  of  API  gateways to handle traff ic  at  the edge.
However ,  i t  is  high t ime for  them to think of  a radical  solut ion,
l ike Ist io ,  to replace gateways and simpl ify  the network
complexity  and achieve zero trust  securi ty .  Ist io can do a much
better  job managing the API gateway and act  as an Ingress
control ler .  

There can be several  implementat ion but  we propose two
important  ones:

Managing your exist ing API gateway with Ist io.1.
Use Ist io Ingress Gateway as the default  API  gateway.2.

API gateway with Envoy proxy to manage mult icloud workloads

Let say you are using or  invested into API gateway such as
Mulesoft ,  Kong or  Gravitee API gateway solut ion.  To manage
the API gateway,  along with al l  the workloads,  f rom a central
plane,  you need to enable Ist io to handle the 3rd party API
gateway resource as wel l .

An Envoy proxy can be attached to the API gateway (see Fig.F
below).  The idea is  that  the API gateway receives the traff ic
and processes i t ,  but  when the traff ic  goes out from the API
gateway and into the cluster  services,  i t  goes through an Envoy
proxy attached to i t .

Managing API gateway with Istio

21  #2 - Handling traffic at the edge using
Istio
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When to use this
architecture

Pros Cons

Early phase of
Istio
implementation.

With Envoy proxies, S2S
communication can also be secured
with mTLS in just seconds from the
Istio control plane.

Configuration can
be very tricky.

API gateway
handles a lot of
traffic.

Traffic management functionalities
can be distributed- let API gateway
perform advanced traffic
management (API management,
billing, etc) and Istio performs L7
routing.

Heavily invested
into 3rd party API
gateway.

Istio supports Kubernetes natively
and also supports VMs.

All the east-west and north-south
traffic can be managed and secured
easily from Istio.

End-to-end observability in a single
plane

22

With the sidecar proxy,  a l l  the traff ic  from the edge to the
services can be secured with authenticat ion and authorizat ion
pol ic ies in Ist io ,  and also the tracing of  t raff ic  logs can be
col lected or  v isual ized in the central  plane.
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In  the above scenario ,  Ist io is  used to in ject  s idecars to al l
services inside a cluster  and apply securi ty  and network logic
select ively  from the central  plane.  We can set  up Ist io to also
get mutl ic luster  v is ibi l i ty  in  terms of  access logs,  t racing,  and
performance metr ics of  each service.

(Read more about the implementat ion architecture of  Ist io and
API gateway:  Implementat ion Architecture of  Ist io and API
gateway.)

23

Fig F -  Envoy proxy attached to API  gateway to manage
mult ic loud workloads

https://imesh.ai/blog/implementation-architecture-of-istio-and-api-gateway/
https://imesh.ai/blog/implementation-architecture-of-istio-and-api-gateway/
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Ist io Ingress Gateway can be used as an appl icat ion load
balancer and also API gateway.  Ist io Ingress supports
Kubernetes workloads nat ively  and I t  can be extended to
handle complicated networking funct ions for  legacy workloads
as wel l  (see Fig.G).  Once you deploy i t ,  Ist io creates a network
load balancer that  wi l l  d istr ibute the load evenly among the
nodes.  Once the networking load balancers parse the HTTP
requests,  the L7 processing (such as f i l ter ing,  rout ing rules,
etc)  happens at  the Ist io Ingress Gateway.  

Ist io Ingress Gateway provides vir tual  services and dest inat ion
rules to implement advanced networking funct ions such as
retr ies ,  t imeouts,  c i rcuit  breakers,  fai lovers ,  etc.  You can also
use Ist io to implement a canary deployment strategy with Argo
Rol louts.

24

Fig G:  Ist io Ingress Gateway implementat ion as a s imple
appl icat ion load balancer or  API  gateway.

(Read more about using Ist io as appl icat ion load balancer:  How
to use Ist io Ingress Gateway as Appl icat ion Load Balancer
(ALB))

Istio Ingress Controller as an API gateway

https://imesh.ai/blog/what-are-istio-virtual-services-and-destination-rules/
https://imesh.ai/blog/what-are-istio-virtual-services-and-destination-rules/
https://imesh.ai/blog/how-to-implement-canary-for-kubernetes-apps-using-istio/
https://imesh.ai/blog/how-to-implement-canary-for-kubernetes-apps-using-istio/
https://imesh.ai/blog/how-to-use-istio-ingress-gateway-as-application-load-balancer-alb/
https://imesh.ai/blog/how-to-use-istio-ingress-gateway-as-application-load-balancer-alb/
https://imesh.ai/blog/how-to-use-istio-ingress-gateway-as-application-load-balancer-alb/
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#3 - Chaos engineering with Istio25

Chaos engineering is  a discipl ine that  helps teams bui ld
resi l ient  systems by proact ively  in ject ing fai lures into
production environments.  The goal  of  chaos engineering is  to
identify  and mit igate weaknesses in a system before they
cause outages or  other problems in production.

Ist io helps users perform chaos engineering through fault
in ject ion.  Fault  in ject ion is  a test ing method that  includes
introducing errors whi le forwarding HTTP requests to the
destinat ion specif ied in a route.  Ist io lets DevOps and SREs
test  the resi l iency and fai lure recovery capacity  of  appl icat ions
by inject ing faults.

With Ist io ,  faults can be injected at  the appl icat ion layer.  That
is ,  more relevant fai lures can be injected,  such as HTTP error
codes,  instead of  t inker ing in L4 or  L3 layers such as ki l l ing
pods,  delaying packets ,  or  corrupt ing packets at  the TCP layer.
Ist io lets users in ject  two types of  faults using `VirtualService`
resource:

Delays :  Used to delay requests to upstream services and
simulate network latency or  an over loaded upstream service
(see Fig.H).
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Aborts :  Used to abort  HTTP request attempts and return
error  codes to downstream service,  in  order to simulate a
faulty  upstream service (refer  to Fig. I ) .

Fig H -  Fault  in ject ion by delaying requests using Ist io

Fig I  -  Fault  in ject ion by abort ing request  forwarding using Ist io
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The fol lowing `VirtualService`  wi l l  in ject  a 5 seconds delay on
al l  the requests going to ` ist io-support`  service.

Similar ly ,  the below `VirtualService`  resource configures ` ist io-
support`  service to return an HTTP 500 error  for  each received
request.
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Note:  A fault  rule must have a delay or  abort  or  both.  Also,
simultaneously specify ing delay and abort  faults does not
create any dependencies between them.
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#4 - Istio for implementing mTLS29

Authenticat ing inbound traff ic  is  crucial  in  the current  dynamic
threat  landscape.  With appl icat ions deployed and distr ibuted
over the cloud,  data is  prone to cyber attacks,  such as man- in-
the-middle (MITM),  IP spoofing,  packet sniff ing,  denial -of-
service (DoS) ,  etc.  And this is  why a strong authenticat ion
mechanism l ike mTLS is essential .  Ist io not  only helps DevOps
engineers implement mTLS,  but  i t  can also perform cert i f icate
management and rotat ion at  scale.

What is  mTLS?
Mutual  Transport  Layer Securi ty  (mTLS) is  a cryptographic
protocol  designed to authenticate two part ies and secure their
communicat ion in the network.  mTLS protocol  is  an extension
of TLS protocol  where both the part ies-  web cl ient  and web
server-  are authenticated.  The pr imary aim of mTLS is to
achieve the fol lowing:

Authentici ty :  To ensure both part ies are authentic and
verif ied

Confidential i ty :  To secure the data in the transmission

Integri ty :  To ensure the correctness of  the data being sent

mTLS
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How to enable mTLS and cert if icate rotation using Ist io service
mesh

Fig -  mTLS implementat ion in Ist io

Though Ist io supports mult iple authenticat ion types,  i t  is  best
known for  implementing mTLS to appl icat ions hosted over the
cloud,  on-prem, or  Kubernetes infrastructure.  The Envoy proxy
acts as Pol icy Enforcement Points (PEP);  you can implement
mTLS using the peer-to-peer (p2p) authenticat ion pol icy
provided by Ist io and enforce i t  through the proxies at  the
workload level .  
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Example of  p2p authenticat ion pol icy in Ist io to apply mTLS to
`demobank` app in the ‘ ist io-nm’ namespace:

The working mechanism of mTLS authenticat ion in Ist io is  as
fol lows:

At f i rst ,  a l l  the outbound and inbound traff ic  to any
appl icat ion in the mesh is  re-routed through the Envoy proxy.  

1.

So the mTLS happens between the cl ient-side Envoy proxy
and the server-side Envoy proxy.

2.

The cl ient-side Envoy proxy would try  to connect with the
server-side Envoy proxy by exchanging cert i f icates and
proving their  ident i ty .  

3.

Once the authenticat ion phase is  completed successful ly ,  a
TCP connection between the cl ient  and service side Envoy
proxy is  establ ished to carry out  encrypted communicat ions.  

4.
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Note that  mTLS with Ist io can be implemented at  al l  levels-
appl icat ion,  namespace,  or  mesh-wide.  

Certif icate management and rotation in Ist io service mesh
Ist io provides a stronger ident i ty  by issuing X.509 cert i f icates
to Envoy proxies attached to appl icat ions.  The cert i f icate
management and rotat ion are done by an Ist io agent running in
the same container  as the Envoy proxy.  The Ist io agents talk to
the Ist iod-  the control  plane of  Ist io-  to effect ively  circulate the
digital  cert i f icates with publ ic keys.  Below are the detai ls
phases of  cert i f icate management in Ist io:

32
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Ist io agents generate publ ic key pairs (pr ivate and publ ic
keys) and then send the publ ic key to the Ist io control  plane
for signing.  This is  cal led a cert i f icate signing request
(CSR).  

1.

Ist iod has a component (ear l ier  Gal ley)  that  acts as the CA.
Ist iod val idates the publ ic key in the request ,  s igns,  and
issues a digital  cert i f icate to the Ist io agent.  

2.

When mTLS connection is  required,  Envoy proxies fetch the
cert i f icate from the Ist io agent using Envoy secret  discovery
service (SDS) API.  

3.

The Ist io agent observes the expirat ion of  the cert i f icate
used by the Envoy.  Upon the cert i f icate ’s expiry ,  the agent
init iates a CSR to Ist iod.  

4.

(Read more about mTLS and how to implement i t  with Ist io:
What is  mTLS |  How to implement i t  using Ist io?)

https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret#secret-discovery-service-sds
https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret#secret-discovery-service-sds
https://imesh.ai/blog/what-is-mtls-and-how-to-implement-it-with-istio/
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#5 - Network and traffic observability
using Istio

34

One of  the pr imary responsibi l i t ies of  SREs in large
organizat ions is  to monitor  the golden metr ics of  their
appl icat ions,  such as CPU ut i l izat ion,  memory ut i l izat ion,
latency,  and throughput.  Ist io helps DevOps engineers and SREs
gain v isibi l i ty  over  the network topology by emitt ing a lot  of
metr ics ,  logs,  t races about the appl icat ion performance,
network and traff ic  (refer  the image below. Ist io helps SREs in
improving their  abi l i ty  for  incident response and
troubleshooting in case of  infrastructure anomalies.

Ist io supports open source monitoring,  logging,  and tracing
systems for observabi l i ty
You can use Ist io to observe the performance and behavior  of
al l  your microservices in your infrastructure.  Since Ist io
supports integrat ions with many open source and closed source
monitor ing and logging systems,  i t  is  easy for  SREs to plugin
the metr ics ,  logs and traces from Ist io for  further  analysis.  
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One of  the common usecase which many SREs and Ops team
like to implement is  integrat ion of  Ist io with Prometheus and
Grafana.  Ist io supports Prometheus and Grafana nat ively.
 
Prometheus and Grafana are in the addon folder  in the Ist io
directory and i t  is  extremely easy to configure them. You just
need to go to the path ist io-(your_version)/samples/addons  and
enter  the fol lowing commands to deploy them:

The add-on YAMLs are appl ied to ist io-system namespace by
default .

To see a ful l  tutor ial  on configur ing Ist io ,  Prometheus,  and
Grafana for  monitor ing,  read the blog:  How to configure Ist io ,
Prometheus and Grafana for  monitor ing.  

Network topology with Ist io
Ist io uses Kial i  to v isual ize the mesh architecture and
communicat ion between services within the mesh.  Kial i
provides a web-based GUI to v isual ize the traff ic  f low between
pods,  and helps DevOps and SREs understand the dependency
and topology graph (see image below).

https://imesh.ai/blog/how-to-configure-istio-prometheus-and-grafana-for-monitoring/
https://imesh.ai/blog/how-to-configure-istio-prometheus-and-grafana-for-monitoring/
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You can deploy Kial i  by fol lowing the same method we
described above — for  Prometheus and Grafana:

Once they are deployed,  use the below command to open the
Kial i  dashboard:

The above code wi l l  return a URL as you see below,  which can
access the dashboard:

Fig J -  Service graph in Kial i
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To see the service graph and visual ize the traff ic  f low between
services,  you can go to “Graph” and then select  the “default”
namespace where we have deployed the appl icat ions.

I t  wi l l  open a service graph where you can see the request
coming from ingress to the product page,  which then f lows to
other microservices:

37

Accessing the URL from the web browser wi l l  open the
dashboard (see Fig.K) with al l  the namespaces:

Fig K -  Kial i  dashboard UI
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Fig -  Kial i  service graph

https://presentience-clients.in/i-mesh/v14/contact-us.html
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Security Networking Observability DevOps Infrastructure

Google SSO,
SAML, Okta,
OAuth 2.0

Ingress
controller

Prometheus,
Datadog,

Skywalking
Argo CD Kubernetes

Vault
Envoy

gateway
Splunk,

Grafana Loki
Spinnaker VMs

Lets Encrypt,
AWS Cert
manager

API gateways Jaeger Jenkins
Google/Azure/A
WS/IBM cloud

Ist io is  open source and integrates with almost al l  the open
source providers in the CNCF landscape.  The community is  also
active in providing support  towards the integrat ions.

39 Integrations of Istio
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The complexity  of  managing the traff ic  and cloud network wi l l
become more complex for  DevOps and architects as the
appl icat ions scale to meet demands.  Extending API gateways
beyond their  capacity  wi l l  eventual ly  cease to become the ideal
solut ion.  They wi l l  need a powerful  platform l ike Ist io to
replace gateways and to transform the network and traff ic  in
the cloud.

Ist io is  complex,  l ike Kubernetes.  I f  you are deploying Ist io in a
production environment ,  i t  is  highly recommended to talk to an
Ist io expert  beforehand.  Because many subtle errors can creep
in whi le configur ing service def init ions or  sett ing up Ist io ,
part icular ly  when you have appl icat ions deployed across
mult iple namespaces,  wri t ten by developers with varying levels
of experience.

At IMESH, we help enterpr ises safely  deploy Ist io into the
production environment.  We take care of  al l  the operat ional
hassles,  such as Ist io l i fecycle management and opt imizat ion.
Book a free pi lot  i f  you are interested in knowing more.

40 Conclusion

https://imesh.ai/talk-to-an-istio-expert.html
https://imesh.ai/talk-to-an-istio-expert.html
https://imesh.ai/
https://imesh.ai/book-istio-service-mesh-pilot.html
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IMESH offers Kubernetes-nat ive appl icat ion network and
security  platform to manage mult i -c loud and hybrid cloud
environments.  The IMESH platform is bui l t  on top of  Ist io
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and securi ty  teams to make Kubernetes appl icat ion more
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