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Mutual  Transport  Layer Securi ty  (mTLS) is  a cryptographic
protocol  designed to authenticate two part ies and secure their
communicat ion in the network.  mTLS protocol  is  an extension
of TLS protocol  where both the part ies-  web cl ient  and web
server-  are authenticated.  The pr imary aim of mTLS is to
achieve the fol lowing:

Authentici ty :  To ensure both part ies are authentic and
verif ied
Confidential i ty :  To secure the data in the transmission
Integri ty :  To ensure the correctness of  the data being sent

What is mTLS 01
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mTLS protocol  s i ts between the appl icat ion and transport
layers to encrypt  only messages (or  packets).  I t  can be seen as
an enhancement to the TCP protocol .  The below diagram
conceptual ly  provides the locat ion of  mTLS in the TCP/IP
protocol  suite.

mTLS protocol: A part of TCP/IP suite02

The idea is  that  al l  the messages (or  packets)  from the
appl icat ion layer  wi l l  be encrypted using the mTLS protocol
and wi l l  be sent to the TCP layer  for  t ransmission to the
receiver.
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Security  engineers,  architects and developers use SSL,  TLS,
and mTLS interchangeably ,  often because of  their  s imi lar i ty .
Loosely mentioning,  mTLS is an enhancement to TLS,  and TLS
is an enhancement to SSL.  

The f i rst  version of  Secure Socket Layer (SSL) was developed
by Netscape corporate in 1994;  the most popular  versions were
versions 2 and 3-  created in 1995.  I t  was so widely popular
among banks that  i t  made i ts way into the scr ipt  of  many
Hol lywood movies in the 1990s.  

The overal l  working of  SSL is  carr ied by three sub-protocol :
 Handshake protocol :  used to authenticate the web cl ient
and the web server  and establ ish a secured communicat ion
channel .  In  the handshaking process,  a shared key wi l l  be
generated,  for  the session only ,  to encrypt  the data dur ing
communicat ion.  
Record protocol :  helps to maintain the confidential i ty  of
data in the communicat ion between the cl ient  and the
server  using a newly generated shared secret  key.  
Alert  protocol :  In  case the cl ient  or  the server  detects an
error ,  the alert  protocol  would close the SSL connection (
the transmission of  data wi l l  be terminated) ;  destroying al l
the session,  shared keys,  etc.

03 SSL vs TLS vs mTLS: Which is new?
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As there were more internet  appl icat ions,  the requirement for
f ine-grain securi ty  of  the data in the network was more.  So
Transport  Layer Securi ty  (TLS) -  a  standard internet  version of
SSL-  was developed by IETF.  Netscape handed over the SSL
project  to IETF,  and TLS is  an advanced version of  SSL;  the
code idea and implementat ion of  the protocol  are the same.

The main difference between the SSL and TLS protocols is  that
the cipher suite (or  the algori thms) used to encrypt  data in TLS
is advanced.  Secondly ,  the handshake,  record,  and alert
protocols are modif ied and opt imized for  internet  usage.  

Note:  In the SSL handshake protocol ,  the server  authenticat ion
to the cl ient  by sending the cert i f icate was mandatory ,  but  the
cl ient 's  authenticat ion was opt ional  to secure the l ine.  But  in
TLS,  there was only a provision to authenticate we-servers to
the cl ient ,  not  v ice-versa.  Almost al l  the websites you visi t  with
HTTPS as the protocol  wi l l  use TLS cert i f icates to establ ish
themselves as genuine sites.  I f  you visi t  Google.com and cl ick
the padlock symbol ,  i t  wi l l  show the TLS cert i f icates.  
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https://en.wikipedia.org/wiki/Internet_Engineering_Task_Force
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05 SSL vs TLS vs mTLS: Which is new?

The TLS was mainly  used for  web appl icat ions with the cl ient
being the user.  Addit ional ly ,  ensuring the authenticat ion of
bi l l ions of  cl ients or  users is  only feasible for  some web
appl icat ions.  

But  as the large monol i thic appl icat ions broke into numerous
microservices that  communicate over the internet ,  the need for
mTLS grew suddenly.  mTLS protocol  ensures both the web
cl ient  and the web server  authenticate themselves before a
handshake.  (We wi l l  see the working model  of  the mTLS
protocol  later  in  this art ic le) .
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Why mTLS is important than ever? 06

Modern business is  done using web appl icat ions whose
underly ing architecture fol lows a hybrid cloud model .
Microservices wi l l  be distr ibuted across publ ic/pr ivate clouds,
Kubernetes,  and on-prem VMs. And the communicat ion among
various microservices and components happens over the
network,  posing a signif icant r isk of  hacking or  mal icious
attacks.  Below are a few scenarios of  cyber-attacks on the web
that can be avoided ent irely  by using mTLS protocols.

Man-in-the-middle attack (MITM):  Attackers can place
themselves between a cl ient  and a server  to intercept the data
during the transmission.  When mTLS is used,  attackers cannot
authenticate themselves and wi l l  fai l  to steal  the data.  

IP Spoofing:  Another case is  when bad guys masquerade as
someone you trust  and injects mal icious packets into the
receiver.  This is  again solved by end-point  authenticat ion in
mTLS to determine with certainty i f  network packets or  the
data or iginates from a source we trust.  

Packet Sniffer:  The attacker can place a passive receiver  near
the wireless transmitter  to obtain a copy of  every packet
transmitted.  Such an attack is  prevalent  in Banking and Fintech
domains when an attacker wants to steal  sensit ive information
such as card numbers,  banking appl icat ion usernames,
passwords,  SSNs,  etc.  Since packet sniff ing is  non- intrusive,  i t
is  tough to detect.  Hence the best  way to protect  data is  to
involve cryptography.  mTLS helps encrypt  the data using
complex cryptographic algori thms that  are hard to decipher by
packet sniffers.  
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Why mTLS is important than ever? 07

PDenial-of-service (DoS) attacks:  The attackers aim to make
the network or  the web server  unusable by legit imate
appl icat ions or  users.  This is  done by sending vulnerable
packets,  or  deluge to packets ,  or  by opening a large number of
TCP connections to the hosts (or  the web server)  so that  the
server  ult imately crashes.  DoS and Distr ibuted DoS (advanced
DoS technique) can be avoided by invoking mTLS protocols in
the appl icable communicat ion.  Al l  the mal icious DoS attacks
wil l  be discarded before enter ing into the handshake phase.



Use cases of mTLS in the industry08

The use cases of  mTLS are growing dai ly  with the increasing
usage of  business through web appl icat ions and the
simultaneous r ise in threats of  cyber attacks.  Here are a few
important  use cases based on our experiences whi le
discussing with many leaders from var ious industr ies or
domains-  banking,  f intech,  and onl ine retai l  companies.

Hybrid cloud and mult icloud applications:  Whenever every
organizat ion uses a mix of  data centers-  on-prem and
publ ic/pr ivate cloud-  then the data leaves the secured
perimeter ,  and goes out of  the network.  In such cases,
mTLS should be used to protect  the data.

 
Microservices-based B2B software:  Many B2B software in
the market  fol lows a microservices architecture.  Each
service would talk to the other using REST APIs.  Even
though al l  the services are hosted in a single data center ,
the network should be secured to protect  the data in transit
( in case the f i rewal l  is  breached).

Online retai l  and e-commerce application:  Usual ly ,  e-
commerce and onl ine retai l  appl icat ions use Content
Del ivery Network (CDN) to fetch the appl icat ion from the
server  and show it  to users.  Although TLS is implemented in
the CDN to authenticate i tself  when a user v is i ts the page,
there should be a securi ty  mechanism to secure the network
between the CDN and the web server  through mTLS.
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Use cases of mTLS in the industry09

Banking applications:  Appl icat ions that  carry susceptible
transactions,  such as banks,  f inancial  t ransaction apps,
payment gateways,  etc. ,  should take extreme precautions to
prevent their  data from gett ing stolen.  Mi l l ions of  onl ine
transactions happen every day using var ious banking and
fintech apps.  Sensit ive information such as bank
usernames,  passwords,  debit/credit  card detai ls ,  CVV
numbers,  etc. ,  can be easi ly  hacked i f  the data in the
network is  not  protected.  Str ict  authenticat ion and
confidential i ty  can be appl ied to the network using mTLS.

Industry regulation and compliance:  Every country wi l l  have
some rules and standards to govern the IT infrastructure
and protect  the data.  Al l  the pol ic ies,  such as FIPS,  GDPR,
PCI-DSS,  HIPAA,  ISO27001,  etc. ,  out l ine str ict  securi ty
measures to protect  the data-at-rest  and data- in-transit .  For
str ict  authenticat ion in the network,  mTLS can be used,  and
companies can adhere to var ious standards.  

In the next  sect ion we wi l l  d iscuss a few concepts one needs
to be aware of  before understanding the mechanism of how
mTLS works.  
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Certificate, Public/Private Keys: Must
know concepts about mTLS

10

Certif icates
A (digital)  cert i f icate is  a smal l  computer  f i le  issued by a
cert i f icate authori ty  (CA) to authenticate a user ,  an
appl icat ion,  or  an organizat ion.  A digital  cert i f icate contains
information such as-  the name of the cert i f icate holder ,  ser ial
number of  the cert i f icate ,  expiry  date,  publ ic  key,  and signature
of the cert i f icate issuing authori ty .   

Certif icate Authority (CA)
A cert i f icate authori ty  (CA) is  a trusted 3rd party that  ver if ies
user ident i ty  and issues an encrypted digital  cert i f icate
containing the appl icant 's  publ ic key and other information.
Notable CAs are VeriSign,  Entrust ,  LetsEncrypt ,  Safescr ipt
Limited,  etc.  

Root CA/ Cert if icate Chain
Cert i f icate Authori ty  hierarchies are created to distr ibute the
workloads of  issuing cert i f icates.  There can be ent i t ies issuing
cert i f icates from different  CA at  var ious levels.  In the mult i -
level  hierarchy ( l ike parent and chi ld)  of  CAs,  there is  one CA
at the top,  cal led the Root CA (refer  the below image).  Each CA
would also have i ts  cert i f icate issued by the parent CA,  and the
root CA wi l l  have self -s igned cert i f icates.  
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11

To ensure the CA (which issued the cert i f icate to the
cl ient/server)  is  t rusted,  the securi ty  protocol  suggests that
ent i t ies send their  digital  cert i f icate and the ent i re chain
leading up to the root CA.  
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Public and Private Key Pair
While creat ing cert i f icates for  an ent i ty ,  the CA would generate
a publ ic and a pr ivate key-  commonly cal led a publ ic key pair .
The publ ic and pr ivate keys are used to authenticate their
ident i ty  and encrypt  data.  Publ ic keys are publ ished,  but  the
private key is  kept secret .  I f  you are interested to learn about
the algori thms to generate publ ic keys-  RSA,  DSA,  ECDSA,
ed25519).

12

X.509 Cert if icate
I t  is  a special  category of  the cert i f icate ,  def ined by the
Internat ional  Telecommunicat ions Union,  which binds an
appl icat ion's ident i ty  (hostname,  organizat ion name,  etc.)  to a
publ ic key using a digital  s ignature.  I t  is  the most commonly
used cert i f icate in al l  the securi ty  protocols SSL/TLS/mTLS for
securing web appl icat ions.

https://en.wikipedia.org/wiki/RSA_(cryptosystem)
https://en.wikipedia.org/wiki/Digital_Signature_Algorithm
https://en.wikipedia.org/wiki/ECDSA
https://en.wikipedia.org/wiki/EdDSA#Ed25519
https://en.wikipedia.org/wiki/International_Telecommunication_Union


As explained earlier, the mTLS has a similar implementation of sub-
protocols as SSL. There are 9 phases (mentioned below) for two
applications to talk to each other using the mTLS protocol. 

Establish security capabilities with hello: The client tries to
communicate with the server (also known as client hello). The
client hello message would contain values for specific
parameters such as mTLS version, session id, Cipher suite,
compression algorithm, etc. The server also would send a
similar response called server hello with the values (it supports)
for the same parameters sent by the client.

1.

Server authentication and key exchange: In this phase, the
server would share its digital certificate (mostly X.509
certificates for microservices) and the entire chain leading up to
root CA to the client. It would also request the client's digital
certificate.  

2.

Client verifies the server's certificate: The client would use the
public key in the digital certificate to validate the server's
authenticity. 

3.

Client authentication and key exchange: After validation, the
client sends a digital certificate to the server for verification.  

4.

Server verifies client's certificate: The server verifies the
client's authenticity.

5.

Master key generation and handshake complete: Once the
parties' authenticity is established, the client and server will
establish a handshake, and two new keys will be generated;
shared secret information is only known to the parties and
active for the session. 

6.

Master secret: for encryption 
Message Authentication Code (MAC): for assuring message
integrity

How does mTLS work13
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How does mTLS work14

Communication encrypted and transmission starts:  The
exchange of  the information wi l l  begin with al l  the
messages or  packets encrypted using the master  secret
key.  Behind the vei l ,  the mTLS protocol  wi l l  d iv ide the
message into smal ler  blocks cal led fragments,  compress
each fragment ,  add the MAC for  each block,  and f inal ly
encrypt  them using the master  secret .
Data transmission starts:  F inal ly ,  the mTLS protocol  wi l l
append headers to the blocks of  messages and send i t  to
TCP protocol  to send i t  to the dest inat ion or  receiver.  
Session ends:  Once the communicat ion completes,  the
session wi l l  c lose.  I f  an anomaly is  detected during the
transmission,  the mTLS protocol  wi l l  destroy al l  the keys
and secrets and terminate the session immediately.  

7.

8.

9.

Note,  in  the above phases,  we have assumed that  the CA would
have issued a cert i f icate to the ent i t ies which are st i l l  val id.  In
real i ty ,  the cert i f icate of  mission-cr i t ical  appl icat ions expires
soon,  and there is  a requirement for  constant cert i f icate
rotat ion (we wi l l  straight  away jump into how Ist io enables
mTLS and cert i f icate rotat ion).  

mTLS WITH ISTIO SERVICE MESHIMESH
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How to enable mTLS and certificate
rotation using Istio service mesh

15

Ist io service mesh is  an infrastructure layer  that  abstracts out
the network and securi ty  later  out  of  appl icat ion layers.  I t  does
so by in ject ing an Envoy proxy (  an L4 and L7 sidecar proxy)
into each appl icat ion and l istening to al l  the network
communicat ion.
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mTLS implementation in Istio16

Though Ist io supports mult iple authenticat ion types,  i t  is  best
known for  implementing mTLS to appl icat ions hosted over the
cloud,  on-prem, or  Kubernetes infrastructure.  The Envoy proxy
acts as Pol icy Enforcement Points (PEP);  you can implement
mTLS using the peer-to-peer (p2p) authenticat ion pol icy
provided by Ist io and enforce i t  through the proxies at  the
workload level .  

Example of  p2p authenticat ion pol icy in Ist io to apply mTLS to
demobank app in the ' ist io-nm' namespace :

apiVersion: security.istio.io/v1beta1
kind: PeerAuthentication
metadata:
  name: "mTLS-peer-policy"
  namespace: "istio-nm"
spec:
  selector:
    matchLabels:
      app: demobank
  mtls:
    mode: STRICT
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mTLS implementation in Istio17

The working mechanism of mTLS authenticat ion in Ist io is  as
fol lows:

At f i rst ,  a l l  the outbound and inbound traff ic  to any
appl icat ion in the mesh is  re-routed through the Envoy
proxy.  

1.

So the mTLS happens between the cl ient-side Envoy proxy
and the server-side Envoy proxy.

2.

The cl ient-side Envoy proxy would try  to connect with the
server-side Envoy proxy by exchanging cert i f icates and
proving their  ident i ty .  

3.

Once the authenticat ion phase is  completed successful ly ,  a
TCP connection between the cl ient  and service side Envoy
proxy is  establ ished to carry out  encrypted
communicat ions.  

4.

Note the mTLS with Ist io can be implemented at  al l  levels-
appl icat ion,  namespace,  or  mesh-wide.
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Ist io provides stronger ident i ty  by issuing X.509 cert i f icates to
Envoy proxies attached to appl icat ions.  The cert i f icate
management and rotat ion is  done by an Ist io agent running in
the same container  as Envoy proxy.  The Ist io agents talk to the
Ist iod-  the control  plane of  Ist io-  to effect ively  circulate the
digital  cert i f icates with publ ic keys.  Below are the detai ls
phases of  cert i f icate management in Ist io:

Ist io agents generate publ ic key pairs (pr ivate and publ ic
keys) and then send the publ ic key to the Ist io control  plane
for signing.  This is  cal led a cert i f icate signing request
(CSR).  

1.

Ist iod has a component (ear l ier  Gal ley)  that  acts as the CA.
Ist iod val idates the publ ic key in the request ,  s igns,  and
issues a digital  cert i f icate to the Ist io agent.  

2.

When mTLS connection is  required,  Envoy proxies fetch the
cert i f icate from the Ist io agent using Envoy secret
discovery service (SDS) API.  

3.

The Ist io agent observes the expirat ion of  the cert i f icate
used by the Envoy.  Upon the cert i f icate 's  expiry ,  the agent
init iates a CSR to Ist iod.

4.

Certificate management and rotation
in Istio service mesh

18
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Istio agents generate public key pairs (private and
public keys) and then send the public key to the
Istio control plane for signing. This is called a
certificate signing request (CSR). 

Istiod has a component (earlier Galley) that acts as
the CA. Istiod validates the public key in the
request, signs, and issues a digital certificate to the
Istio agent. 

The Istio agent observes the expiration of the
certificate used by the Envoy. Upon the certificate's
expiry, the agent initiates a CSR to Istiod.

1

Certificate management and rotation
in Istio service mesh

19

Ist io provides stronger ident i ty  by issuing X.509 cert i f icates to
Envoy proxies attached to appl icat ions.  The cert i f icate
management and rotat ion is  done by an Ist io agent running in
the same container  as Envoy proxy.  The Ist io agents talk to the
Ist iod-  the control  plane of  Ist io-  to effect ively  circulate the
digital  cert i f icates with publ ic keys.  Below are the detai ls
phases of  cert i f icate management in Ist io:

2

3

4

When mTLS connection is required, Envoy proxies
fetch the certificate from the Istio agent using
Envoy secret discovery service (SDS) API. 

https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret#secret-discovery-service-sds
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Certificate management and rotation
in Istio service mesh

20

Certif icate Management Steps in Ist io

Ist io agent in i t iates cert i f icate signing
request

Ist io val idiate ,  s igns and issue the
cert i f icate

Envoy proxy fetch the requests from
the agent for  establ ishing mTLS

1

2

3



I f  you want to implement Ist io ,  p lease check our Youtube video
on securing mult ic loud and mult ic luster  appl icat ions using
mTLS and L7 authorizat ion with Ist io.  There is  even a blog i f
you plan to check out the implementat ion.  

To help you overcome the toi l  of  learning and experimenting
with Ist io ,  IMESH provides enterpr ise Ist io support .  With
IMESH, you can implement Ist io for  your appl icat ion spread
across cloud,  containers or  on-prem VMs from Day-1 without
any operat ional  hassle.  We provide:

Ist io implementat ion into production and securing of
mult ic loud apps 
Enhancements l ike mult i -c luster  implementat ion in
AKE/GKE/EKS,  FIPS compliance
Training and onboarding of  Ist io
Ist io l i fecycle management with frequent patches and
version upgrades
High-performance and Highly avai lable Ist io
Guaranteed SLAs for  vulnerabi l i ty  f ixes

Next Step21
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IMESH offers Kubernetes-nat ive appl icat ion network and
security  platform to manage mult i -c loud and hybrid cloud
environments.  The IMESH platform is bui l t  on top of  Ist io
service mesh and Envoy API gateway and helps cloud,  platform
and securi ty  teams to make Kubernetes appl icat ion more
secure,  manageable ,  and rel iable.

Visit :  https:// imesh.ai/
email :  contact@imesh.ai
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